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Packager, Patcher, Release Engineer, ...
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Penetration Tester
Till Maas Let’s Encrypt with Best Practices



RedTeam Pentesting GmbH
Seeing your network from the attacker’s perspective

Transport
Layer
Security
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HTTPS
IMAPS
SMTPS
FTPS
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TLS Certificates
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Certificate Authority (CA)
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5 certificates in 7 days per domain
100 hostnames per certificate
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90 days
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No:
organization validated (OV)
extended validated (EV)
Code signing
.mil
IP addresses
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wildcard (*.example.com)
International Domain Names
ECC
S/MIME

Till Maas Let’s Encrypt with Best Practices



RedTeam Pentesting GmbH
Seeing your network from the attacker’s perspective

Java
Android 2.3.5
Windows XP
Blackberry
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Upgrade Insecure Requests
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Strict Transport Security
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hstspreload.appspot.com
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ANSSI
CNNIC/MCS Holdings
DigiNotar
eDellRoot
SuperFish
Symantec
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Public Key Pinning
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www.ssllabs.com/ssltest
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Thank you OpenStreetMap:
World map - Data, imagery and map information provided by MapQuest,
OpenStreetMap
<http://www.openstreetmap.org/copyrigh>
and contributors, ODbL
<http://wiki.openstreetmap.org/wiki/Legal_FAQ#3a._I_would_like_to_use_OpenStreetMap_maps._How_should_I_credit_you.3F>.

Thank you image providers:
https://www.flickr.com/photos/
compujeramey/168102810 - railroad track - Jeramey Jannene - Railroad Track - by/2.0
tiffini/4129317099 - passport stamps  - tiffini - Passport - by/2.0
diekatrin/4199009279/ - printen - Katrin Gilger - Printenbäckerei I - by-sa/2.0

https://www.eff.org/files/colour_map_of_cas.pdf - EFF - - by/3.0/us

http://pixabay.com/
http://morguefile.com/
http://gratisography.com/

Thank you creative commons:
https://creativecommons.org/licenses/
by/2.0/
by/3.0/us
by-sa/2.0/
zero/1.0

Made with pinpoint and TexLive:
https://github.com/GNOME/pinpoint
https://www.tug.org/texlive/
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Feedback: http://www.devconf.cz/feedback/318 or @TillMaas

pub   4096R/6A3A10B31C109517 2007-06-22 [expires: 2021-05-23]
      Key fingerprint = 18A0 E3D6 A361 94E0 A6F2  C5F0 6A3A 10B3 1C10 9517
uid                          Till Maas <till.maas@till.name>
uid                          Till Maas <opensource@till.name>
uid                          Till Maas <till@fedoraproject.org>
sub   4096R/F4AA50CBB5098148 2007-06-22 [expires: 2021-05-23]
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Let's Encrypt Client Implementations: https://goo.gl/hSmZf2
Web Hosting Providers using Let's Encrypt: https://goo.gl/J1okbA
JavaScript Client: https://gethttpsforfree.com

https://github.com/letsencrypt
Automated Certificate Management Environment (acme)
https://datatracker.ietf.org/wg/acme/documents/
Mozilla SSL Configuration Editor: https://goo.gl/SYriUV
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