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Packager, Patcher, Release Engineer
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Professional Hacker/Penetration Tester
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...and Countermeasures
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ALT+F2
rm -rf /
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Conferences, hotels, airports, ...
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Who controls the access point?
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Man-in-the-Middle Attacks
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Who are you talking to?
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Do not forget DNS!
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ip(6)tables -I OUTPUT -j REJECT -o wlan0
ip(6)tables -I OUTPUT -d MyVPN -p udp --dport 1094 -o wlan0 -j ACCEPT
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ssh -D 1080 myserver.example.com
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ssh -D 1080 myserver.example.com
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dnf install proxychains-ng tsocks
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What about users without a secure tunnel?
Is the tunnel endpoint secure?
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Can you resist?
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What can happen here?
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<img src="http://flock2015.sched.org/" />
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Set-Cookie: tg-visit=4a[...]09; httponly; Path=/; secure
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What is wrong here?
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mitm # dnf install sslstrip
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Strict Transport Security
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git clone git://example.com/foo
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git clone git://example.com/foo
git clone https://example.com/foo
git clone ssh://example.com/foo
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curl https://admin.fedoraproject.org/ssh_known_hosts > /etc/ssh/ssh_known_hosts
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Sign your deliverables!
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Avoid passwords!
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✓ Use encryption
✓ Enforce encryption
✓ Sign and verify
✓ Avoid passwords
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Thank you
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Thak you OpenStreetMap:
World map - Data, imagery and map information provided by MapQuest,
OpenStreetMap
<http://www.openstreetmap.org/copyrigh>
and contributors, ODbL
<http://wiki.openstreetmap.org/wiki/Legal_FAQ#3a._I_would_like_to_use_OpenStreetMap_maps._How_should_I_credit_you.3F>.

Thank you image providers:
https://www.flickr.com/photos/
90859240@N00/5399733421 - cat and birds - Jellaluna - Threat from above - by/2.0
joriel/4959821795 - domo weapons - Joriel "Joz" Jimenez - DOMODST - by/2.0
wfryer/6851078802 - free wifi area - Wesley Fryer - Free Wireless Internet - by/2.0
56883654@N04/14906380532 - cat wlan - Eli Naeher - Finding: wifi signal strength is not enhanced by the presence of a cat - by/2.0
88723904@N05/13450459163 - intercept - thecoolspringpack - bailey intercepts - by/2.0
facing-my-life/4022659986 - cat with sheep wolf - Crosa - IMG_7504 - by/2.0
27630470@N03/7167287353 - water tunnel - Vincent Lock - blue tunnel - by/2.0
n3pb/8765646099 - ipv6.png - Phil Benchoff - legacy-caution - by/2.0
st3f4n/2860706946 - directions - Stéfan - Directions - by-sa/2.0
kecko/7042505209/ - blocked stairs - Kecko - Rheineck - Castle ground collapses - by/2.0
texese/106442115 - rabbit cookie - Chief Trent - Baby rabbit stealing cookie - by/2.0
mullingitover/452093159 - sad cat - Mulling it over - i made you a cookie...but i eated it - by-sa/2.0
osseous/972258414/ - bird notebook - osseous -100_1373 - by/2.0
nakedcharlton/597161612 - british guards - Jon's pics - Trooping the Colour, 16th June 2007 - by/2.0
torkildr/3462607995/ - servers - Torkild Retvedt - Server room - by-sa/2.0
compujeramey/168102810 - railroad track - Jeramey Jannene - Railroad Track - by/2.0
tiffini/4129317099 - passport stamps  - tiffini - Passport - by/2.0

http://pixabay.com/
hand-101003 - Gerd Altmann - - zero/1.0
architecture-22039 - PublicDomainPictures - - zero/1.0
blue-143734 - Brigitte Werner - - zero/1.0
life-raft-241788 - imordaf - - zero/1.0
apple-273839 - Silvia - - zero/1.0
squirrel-647699 - Gerhard Gellinger  - - zero/1.0
cat-755018 - wulfcb - - zero/1.0
cat-558228 - Karsten Paulick - - zero/1.0
cat-686803 - Anja Osenberg - - zero/1.0
alpaca-656765 - kimdewar0 - - zero/1.0
eyes-730745 - Gerd Altmann - - zero/1.0
darts-856367 - skeeze - - zero/1.0
photo-256888 - Michal Jarmoluk - - zero/1.0

Thank you creative commons:
https://creativecommons.org/licenses/
by/2.0/
by-sa/2.0/
zero/1.0

Made with pinpoint and TexLive:
https://github.com/GNOME/pinpoint
https://www.tug.org/texlive/
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pub   4096R/6A3A10B31C109517 2007-06-22 [expires: 2021-05-23]
      Key fingerprint = 18A0 E3D6 A361 94E0 A6F2  C5F0 6A3A 10B3 1C10 9517
uid                          Till Maas <till.maas@till.name>
uid                          Till Maas <opensource@till.name>
uid                          Till Maas <till@fedoraproject.org>
sub   4096R/F4AA50CBB5098148 2007-06-22 [expires: 2021-05-23]
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