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Till Maas

Personal Information

Fedora Information

FAS name: till

Fedora email: |till@fedoraproject.org

IRC nick: tyll

IRC channels:

Fedorapeople |https:/ftill.fedorapeople.org 8
page:

Miscellaneous Information

Private email: |opensource@til.name

GPG key:
A6F2 C5FO
1C10 9517 &
Homepage: http://blog.til.name &
Jabber: till@jabber.ccc.de
Twitter: htt ftwitter.com/@TillMaas &
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Talk to RedTeam!
429241 510081-0

RedTeam Pentesting GmbH ~ What is a Penetration Test? - Mozilla

+

redteam-pentesting.de/ci v C

Seeing your network from the attacker's perspective

Pentest

Pentest

“The goal of a penelration test (pentes), also called et
status of IT systems. By performing controlled attacks,

al hacking, Is 1o examine the current securly

on test uncovers securiy flaws in 3

realistic way.
networks.

he Specrum of tested systems ranges ffom simple online shops 1o complex company
e information

“The attack methods are also manifold and encompass evenyh

gatnering to targeted attac
dtacted onsite

s ffom the Infemet and the Identieation of weaknesses hat ca

The adaptation of the penstraion test to he customer's requirements guarantees its pr
felevance for the client. For this reason, even before a client decides fo work with RedTeam
Pentesting, a prel

anize their

iminary meeting is held witn potental customers, o
pentestor opima resuls
Pentesting - a Vital IT Se

In almost every area wher

curity Tool

complex systems are used or

developed, testing Is a natural part of the development
cycle. o car enters the road without a crash test, no
buldings are constructed witout checking the bulding
material for its suitabily. However, business.-criical IT
Systems and sofware are often introdu

without any Development-
cycle

seculy tests
The Company Network - a Development that
Needs Testing

The e

itin many a company's network securiyis often a
fesult from the only companie:
developing a product need testing. s requiary overlooked that a company's network can be seen as
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...and Countermeasures
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blog.teusink.net: Hacking wireless presenters with an Arduino and Metasploit — Mozilla Firefox

© blog.teusink.net: Hac... x | 4

€ teusink.net v ® Qw8 & & 4
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blog.teusink.net: Hacking wireless presenters with an Arduino and Metasploit — Mozilla Firefox

@ blog.teusink.net: Hac... x | %

€ teusink.net
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Who are you talking to?



Till Maas Security Threats at Conferences



Flock 2015

Schedule ~  Speakers Attendees

Thursday, August 13 « 11:00am - 11:45am

Sign up or log in to save this event to your list and see who's attending!

|

How does encryption work? What is a Diffie-Hellman? What's the big deal about elliptic curves? Am | a

& httpi/isched.co/3rPg ‘Cj T

secret agent? Find out the answers to all these questions in more by learning cryptography for beginners.

Speakers

Nathaniel McCallum

Thursday August 13, 2015 11:00am - 11:45am
Room 1
@ security
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A CAUTION

Legacy IP Only

This product does not
support the current
generation of Internet
Protocol, IPv6.
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RedTeam Pentesting GmbH
Seeing your network from the attacker’s perspective
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p(6)tables -1 OUTPUT -j REJECT -0 wlan0
ip(6)tables -1 OUTPUT -d MyVPN -p udp --dport 1094 -0 wlanO -j ACCEPT
1 ° "
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ssh -D 1080 myserver.example.com
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Connection Settings
Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
*/Manual proxy configuration:
HTTP Proxy: Port: o]

Use this proxy server for all protocols

SSL Proxy: Port: o
ETP Proxy: Port: o’
SOCKS Host: | 127.0.0.1 Port: 1080 |-

SOCKS v4 (*)SOCKS v5 | ¥ Remote DNS

localhost, 127.0.0.1

No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL:

ssh -D 1080 msrvr.example.com
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dnf install proxychains-ng tsocks
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B .

What about users without a secure tunnel?
Is the tunnel endpoint secure?
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Can you resist?
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1§ <img src—"http //ﬂock2015 sched org/" />
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Set-Cookie: tg-visit=4a[...]09; httponly; Path=/;
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Flock 2015: Log In - Mozilla Firefox x
© Flock 2015: Log In x| %
€ floc

015.sched.org/login

SCHeD for Flock 2015 Attending this event? SIGN UP LOGIN

Flock 2015
Schedule ¥ Speakers ~ Attendees 0 & Dn

Search
or sign up for an account

Aug12-15,2015

Rochester, NY, United States

Ambassadors
ARM
Cloud
’ « Bookmark events you're interested in Community
Email or Username
« Find friends on Facebook, Twitter & Linkedin Design
Desktol
« Get listed in the attendee directory P
Games
Password « Use on your mobile phone Hardware
« Print out or subscribe in your calendar Infrastructure

Login

Forgot Pas:

hat is wrong

Till Maas Sec

@ security

ty Threats at Conferences



Untrusted Connection - Mozilla Firefox

Untrusted Connection % | %

‘ flocktofedora.net,

This Connection is Untrusted

You have asked Firefox to connect securely to www.flocktofedora.net, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details
www.flocktofedora.net uses an invalid security certificate.

The certificate is only valid for the following names:
*.rhcloud.com, rhcloud.com

(Error code: ssl_error_bad_cert_domain)

I'Understand the Risks
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RedTeam
your network from the attac

Let's Encrypt - Mozilla Firefox x
@ Let's Encrypt x \ %
€ a letsencrypt.org

71 LINUX FOUNDATION COLLABORA

KB Let’s Encrypt

Let's Encrypt is a new Certificate
Authority:
‘ It's , ,and

Arriving September 2015
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SSL Server Test: getfedora.org (Powered by Qualys SSL Labs) - Mozilla Firefox x

[B) SSL Server Test: getf... x | 4

<

€ @ https://www.ssllabs.com/ssltest/analyze.html?d=getfedora.org&s=2607%3af188% 3a0% 3a0% 3adead%3a

@ QUALYS SSL LABS Home  Projects  Qualys.com  Contact

You are here: Home > Prol

est > geffedora.org > 2607188:0:0:dead beef.cafefedl

SSL Report: getfedora.org (2607:f188:0:0:dead:beef:cafe:fed1)

Assessed on: Sat, 01 Aug 2015 15:04:14 UTC | Clear cache Scan Another »

Summary

Certificate

Key Exchange

Cipher Strength

Visit our page for more i ion, ides, and books. Known issues are documented here.
“This site works only in browsers vith SHI support.
This server supports TLS_FALLBACK_SCSV to prevent protocol downgrade atiacks. ‘

This

rver supports HTTP Strict ity wi A+, MORE IFO > ‘
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pike >> Software >> sslstrip -~ Mozilla Firefox

&5 Moxie Marlinspike >> ... % | 4

¢ @ thoughtcrime.org velwie ¢ h o4 8

ABOUT STORIES -& PROJECTS SOFTWARE BLOG

ssistrip 0.9

Project page

This tool provides a demonstration of the HTTPS stripping attacks that I
presented at Black Hat DC 2009. It will transparently hijack HTTP traffic on a
network, watch for HTTPS links and redirects, then map those links into either
look-alike HTTP links or homograph-similar HTTPS links. It also supports modes
for supplying a favicon which looks like a lock icon, selective logging, and session

denial, For more information on the attack, see the video from the presentation
below.

[ moxie:vebste@moxie.org

o oot
@ GPGKey
New Tricks For Defeating SSL In Practice

)
Z

Moxie Mariinspike

mitm # dnf install sslstrip

« Python »- 2.5 (apt-get install python)
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Wireless HTTP
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HSTS Preload Submission - Mozilla Firefox x
HSTS Preload Submission X | 4

€ & hstspreload.appspot.com
Domain to include in HSTS list:

fedoraproject.org

This form is used to submit domains for inclusion in Chrome's HTTP Strict Transport Security

HSTS) preload list. This is a list of sites that are hardcoded into Chrome as being HTTPS only.
Firefox, Safari, |E 11 and Edge also have HSTS preload lists which include the Chrome list.
(See the HSTS compatibility matrix.)

In order to be included on the HSTS preload list, your site must:

1. Have a valid certificate (which must expire before 2016 if it uses SHA-1).
2. Redirect all HTTP traffic to HTTPS—i.e. be HTTPS only.
3. Serve all ins over HTTPS, ifically including the ww subdomain if a DNS record
for that subdomain exists.
4. Serve an HSTS header on the base domain:
o Expiry must be at least eighteen weeks (10886400 seconds).
o The includesubdonains token must be specified.
o The preload token must be specified.
o If you are serving a redirect, that redirect must have the HSTS header, not the page
it redirects to.

For more details on HSTS, please see RFC 6797. Note that the preload flag in the HSTS header
is required to confirm and authenticate your submission to the preload list. An example valid
HSTS header:

Strict-Transport-Security: max-age=10886400; includesubDomains; preload

Till Maas Secul

ty Threats at C
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git clone git://example.com/foo'

Till Maas Security Threats at Conferences



git clone https://exampie.com/foo
git clone ssh://example.com/foo
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summary

Branch
master
secondary-arch

Tag
rawhide-stable

Age
2015-01-22
2015-01-22
2015-01-20
2015-01-20
2015-01-20
2015-01-19
2015-01-08
2015-01-08
2015-01-06
2015-01-05
[.]

ref log tree mmit  diff stat

Commit message
Don't run spam-o-matic in the background since we clean the chroot right after
Merge branch 'master' into secondary-arch

Download

rawhide-stable.zip rawhide-stable tar.gz rawhide-stable tar.xz

Commit message

Don't run spam-o-matic in the background since we clean the chroot right after [HEAD
user/group inside the chroot in mockbuild

masher group doesnt exist in chroot use mock

clean up the 32 bit chroot before we move ot to 64 bit for atomic

make sure that masher owns jvar/cache/mash

update tags to sync from primary to secondary

check-latest-build: set new latest when found

check-latest-build: use koji api for retagging

Set obsolete branch to f19.

Fix warnings on process-git-request with pkgdb groups

Clone

sshi//git fedorahosted.org/git/releng
https://git fedorahosted.org/git/releng

Till Maas Security Threats at C
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till@excalibur:~ = ] x

File Edit View Search Terminal Help

$ git clone ssh://till@pkgs. fedoraproject.org/youtube-dl
Cloning into 'youtube-dl'...

The authenticity of host 'pkgs.fedoraproject.org (209.132.18
1.4)' can't be established.

RSA key fingerprint is fe:2e:6a:86:73:41:e7:03:95:ea:9¢c:7f:7
5:9c:ce:9d.

No matching host key fingerprint found in DNS.

Are you sure you want to continue connecting (yes/no)? i

Till Maas Security Threats at Conferences
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https://admin.fedoraproject.org/ssh_known_hosts ~ Mozilla Firefox x
https://admin.fedoraproj... * | 4
€ | @ view-source:https://admin.fedoraproject.org/ssh_known_hosts velwa & A S| =

209.132,184.137, jenkins-el17,172.16.5.27 ssh-rsa AAAAB3NZaC1ycZEAAAADAQABAAAEAQDOFVCvfzSO)yZTStQVPDNVETOXg39KcszTzqv4fGJ1FlcgquzM6Pechk
209.132,184.143, artboard-i-00000167,172.16.5.3 ssh-rsa

209.132/184.146, Logs tash-i-00000db1,172.16.5.18 ssh-rsa AAAABENZEClycZEAAAADAQAEAAAEAQDtSmfrc+wchOxa'lm31C+wySc+x/XQenNE/xNISEWMheZKPPs
209.132.184.147, server-Sae0da6a- 45el - 4971 -b919-3be2bd6cbel8. novalocal, server-5ae0da6d- 45el - 4971 -b919- 3be2bd6cbel8, 172.16.5. 7 ssh-rsa AARAL
209.132,184.148, server-1cd79e37- 7f6f -4753-bb06-84dce17d9dc7. novalocal, server-1cd79e37- 7§6f - 4753-bb06-84dce1 7d9dc7,172.16.5. 12 ssh-rsa AAA.
209.132.184.150, copr-fe. cloud. fedoraproject.org, copr-fe,172.16.5.31 ssh-rsa AAAAB3NZaClyc2EAAAADAQABAAABAQCEKS/e73MggGSSXOTESXANNZU377y )t
209.132,184.153, jenkins-naster-e16,172.16.5.8 ssh-rsa AAAAEBNZaClycQEAAAABIVAAAOEMc4UP8/ZVr/rHFSSJFOnn]bSEDsCAVDMvJXSQLnDMOcRC\(hVFSyLT&Z'
209.132,184.157, shogun-ca-1-0000040f,172.16.5.17,172,17.42.1 ssh-rs 1yc2EAAAADAQABAA Vz/0FMazMZeIPY62yFSy rDgesT+b ] xRSI
209.132,184.162, elections-dev-i-000001d2,172, 16.5.13 ssh-rsa AAAABSNZaClyc2EAAAABIwAAA0EAuszwlchEhlkIArtSZDEKMNFAvLMISIxXeBFkRJIIOAEBkS
209.132.184.165, jenkins-e16,172,16.5.10 ssh-rs 1yc AnLMI +N/BNycf 3PFELfpI XQR77juHoS TEWGFBINCF rTcl
200/132.184. 165, Server  e6535515- 4037 4308-bd28. 740dedc 30  novalocal  server-e65as51s. d037 4303 bdzB 7d0de4c305bf,172.16.5.22 ssh-rsa ARA.
209.132,184. 209, server-3db1946f - dfe3- 400e - 8b56- fcadS1fedbba. novalocal, jenkins-20,172.16.5.23 ssh-rs 1yc2EAAAAD) QC1BKk9
anitya-backendol. fedoraproject.org, anitya-backendol,140.211,169.230,192.168.100.6 ssh-rsa AAAAeamzzayczEAAAADAoAaAAABAQc‘rqxpamaMRKwonK
anitya-frontendol . fedoraproject.org, anitya-frontendol,140.211.169.229,192.168.100.5 ssh-rsa
appol.stq.phx2. fedoraproject.org, nencachedod. phx2 fedm‘apra]e:t org.appel, 10,5.126.81,10.5.127.30 ssh-rsa AAAABENZaClyczEAAAAEIvAAAQEASEC\
arn0l-builder02.arn. fedoraproject.org,arn0l-builder02,10.5.78.12,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMIvIDNhPK jBOduZBNAS:
arn0L-builder03.arn. fedoraproject.org, arn0L-builder03, 10.5.78.13,192.168.122.1 ssh-rsa AAAAB3NZaClyc2EAAAADAQABAAABAQC6qY X+4UsSdnB4pQ/KHE-
arn0l-builder0d.arn. fedoraproject.org,arn0l-builder0d, 10.5.78.14,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCTSy7vPKouPKSTGEDBCF:
arnOl-builder0s.arn. fedoraproject.org,arn0l-builder0s,10.5.78.15,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDYacErsghpiE3A4iOy J2t
arnOL-buildero6.arn. fedoraproject.org,arn0l-builder06,10.5.78.16,192.168.122,1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDPYHAL9J1251pJyoSnho:
arm0l-builder07.arn. fedoraproject.org,arn0l-builder07,10.5.78.17,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDJISLI T+r620YKQTbz:
arnOL-buildercs.arn. fedoraproject.org,arn0l-buildero8, 10.5.78.18,192.168.122,1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC7ZXZI2RV14qoC3dzsnN
arn0l-builder0.arn. fedoraproject.org,arn0l-builder09,10.5.78.19,192,168.122,1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCXGibjgaYi t+tNpvdnég
arn0l-builderl0.arn. fedoraproject.org,arn0l-builderl0, 10.5.78.20,192.168.122.1 ssh-rsa 1yc2EAAAADAQABAAABAQDGUINpX 2MsVyNNVp LGSLT
arn0l-builderll.arn. fedoraproject.org,arn0l-builderll,10.5.78.21,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDOA7xQUF IKA7bSY 2vHZN
arnOl-builderl2.arn. fedoraproject.org,arn0l-builderl2,10.5.78.22,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCVWUCPOXZXIEB97QPCIh:
arnOl-builderl3.arn. fedoraproject.org,arn0l-builderl3, 10.5.78.23,192.168.122,1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDGI 2XVh3RIT16+aPavX0
arnOl-builderld.arn. fedoraproject.org,arn0l-builderld, 10.5.78.24,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDRFLG2XMVLGAROZ92YZ !
arnOlL-builderlS.arn. fedoraproject.org,arn0l-builderls,10.5.78.25,192.168.122.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDI rSYqASaadSICFxKZ]
arn0l-builderl6.arn. fedoraproject.org,arn0l-builderl6, 10.5.78.26,192,168.122,1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDWtHUGXAGIWYTvOLCUY
arm0] -builder17.arm. fedoranroiect.ora.arm01-builder17.10 78.27.192.168.122 ssh-rsa AAAAR3NZAC)ve 2FAAAANAOARAAARANCAUT AT Wi cabSStfxGo6I

punnpnanbnnnnnn
AR,

rl https://admin.fedoraproject.org/ssh_known_hosts > /etc/ssh/ssh_known_hosts
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Verify your Downloaded Image - Mozilla Firefox

) Verify your Download... X | %

€ an

getfedora.org/en velwlea ¢ A 4

9 fedora

Verify your Downloaded Image

How do | verify my image?

Once you have downloaded an image, verify it for security and integrity. To verify your image, start by
downloading the proper CHECKSUM file into the same directory as the image you downloaded.

3

v

WORKSTATION

CLOUD

s

Sign your deliverables!

Till Maas Security Threats at Conferences




Package Signing Keys - Mozilla Firefox
| €9 Package Signing Keys % | 4

€ | @ hitps://getfedora.org/

/keys/

vel B ¥ A A4 &

Fedora 21: Primary

GPG Key Information
Key ID 4096R/95A43F54 2013-11-14
Fingerprint ~ 6596 BSFB ABDA 5227 A9CS BS9E 89AD 4E87 95A4 3F54

uid Fedora (21) <fedora@fedoraproject.org>

Get it from:
® Fedora Project
o keys.gnupg.net

Till Maas Security Threats at Conferences
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Evil 32: Check Your GPG Fingerprints -~ Mozilla Firefox x
& Evil 32: Check Your G... x |

a evil32.com v wBa ¥ a S

Evil 32: Check Your GPG Fingerprints

GPG usage has grown steadily while the tooling that supports it
remains stagnant despite staggering hardware advancement. 32bit key

ids were reasonable 15 years ago but are obsolete now. Using modern
OT's

GPUs, we have found collisions for every 32bit key id in the
(Web of Trust) strong set. Although this does not break GPG's
encryption, it further erodes the usability of GPG and increases the
chance of human error.

Stop using 32bit key ids

It takes 4 seconds to generate a colliding 32bit key id

onaGPU (using scallion). Key servers do little

verification of uploaded keys and allow keys with recv keys
colliding 32bit ids. Further, GPG uses 32bit key ids

throughout its interface and does not warn you when

an operation might apply to multiple keys

Patched in new versions of GPG!

Till Maas Security Threats at Confel
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youtube-dLspec (/tmp/youtube~-dl) - VIM - o x

File Edit View Search Terminal Help

7 Source0: https://yt-dl.org/downloads/%{version}/%{
name}-%{version}.tar.gz

8 Sourcel: https://yt-dl.org/downloads/%{version}/yo
utube-dl-%{version}.tar.gz.sig

9 Source2: gpgkey-7D33D762FD6C35130481347FDB4B54CBA4
826A18.gpg

10 Source3: %{name}.conft

11 [...]

12 #.éér source verification with gpgv
13 BuildRequires: gpg

[...]
15 Zprep
16 gpgv --quiet --keyring %{SOURCE2} %{SOURCE1l} %{SOURCEO}
17 %setup -gn %{name}

"youtube-dl.spec" 410L, 13370C 15,1 1

o?®

Till Maas Security Threats at Conferences
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Yubikey - Mozilla Firefox x
6 Yubikey x\ &

€ a fedoraproject.org velwrlB ¥ A A4 o=

Angemeldet: till Uber | Wikommen Till M Abmelden

Mehr tber Fedora erfahren Fedora herunterladen Projekte Mithelfen Hilfe/Ds

Home " . .
Yubikey Settings (bearbeiten)
Yubikey Enabled Deaktiviert @
Neue Gruppe Yubikey prefix: Not Defined @

Mein Konto

Benutzerliste Test Auth:

Gruppernliste

What are yubikeys?

Einer Gruppe beitreten

Yubikey

Yubikeys are a hardware key built and sold by http://yubico.com/. These keys are only required to access some
sysadmin groups to access high security systems. These keys are optional for many other systems. Users who
Neuigkeiten have decided to purchase a yubikey may use them to access various Fedora services. These senvices include
some web sites and shell access. Not ll systems support it, those that do will be marked as such either with a
yubikey logo or, as with a ssh prompt, the following:

Yubikey for ‘username':

For more information, see the user guide: http://www.yubico.com/flles/Yubi

/_manual-2.0.pdf

How do | burn my yubikey?

To burn your yubikey, install the *fedora-packager* package and run the following command

Avoid passwords!

© 2014 Red Hat, Inc. Please send any comments or corrections to the websites team
Das Fedora-Projekt wird durch die Gemeinschaft verwaltet und von Red Hat unterstutzt. Diese Seite wird von der Gemeinschaft gepflegt. Red Hat ist fur den Inhalt nicht
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1iffini/4129317099 - passport stamps - tiffini - Passport - by/2.0
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